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    Aker

Licences for on-premises Elixir apps: an install key held in a file or the
machine's TPM chip, signed activation requests, licence files signed by a
root key you trust, and a gate that checks the licence at boot and every hour.
The library holds no key of its own. Your app passes its product name and the
root public keys it trusts.
Start with the getting started guide. The wire
formats are in the licence format guide.
The gate
children = [
  {Aker.Gate,
   name: MyApp.Licence,
   product: "my_app",
   product_version: "1.2.0",
   root_keys: root_keys,
   licence_dir: "/var/lib/my_app/licence",
   store: {MyApp.LicenceStore, []},
   server: [base_url: "https://licensing.example.com"],
   on_lock: &MyApp.Workers.stop_all/0}
]

Aker.Gate.locked?(MyApp.Licence)
# => true until a licence passes
The install key and an activation request
dir = "/var/lib/my_app/licence"

# A key in the TPM chip when the machine has one, in a 0600 file otherwise.
install_key = Aker.InstallKey.for_dir(dir)
{module, opts} = install_key
{:ok, _public_key} = module.ensure(opts)

{:ok, machine_id_hash} = Aker.MachineId.hash("/etc/machine-id")

{:ok, request} =
  Aker.Request.build(
    product: "my_app",
    product_version: "1.2.0",
    install_key: install_key,
    machine_id_hash: machine_id_hash
  )

File.write!("activation-request.json", request)
The licensing server reads the request back with
Aker.Request.verify(bytes, product: "my_app"), which answers the install
public key and machine id hash only when the key the request names signed it.
Checking a licence file
{:ok, root_keys} = Aker.PublicKeys.decode(Application.fetch_env!(:my_app, :root_keys))

case Aker.LicenceFile.verify(File.read!("licence.json"),
       product: "my_app",
       root_keys: root_keys,
       install_key: install_key,
       machine_id_hash: machine_id_hash
     ) do
  {:ok, terms} -> terms.seats
  {:error, reason} -> reason
end
Each refusal has its own reason, such as :unknown_root, :wrong_machine or
:term_ended, and its own log line. An empty root key list refuses every file.
Signing a licence on your own machine
mix aker.sign activation-request.json --product my_app \
  --root-key ../keys/root.pem --customer "Acme Logistics" --seats 10 \
  --term yearly --features reports,export

The task refuses a key inside the folder it runs in, and its last line prints
the root key's public half, which the app's root key list must hold.
Installation
def deps do
  [
    {:aker, "~> 0.1"}
  ]
end
Development
bin/ci runs every check CI runs. The TPM tests need swtpm and tpm2-tools;
run them with mix test --only tpm.
Licence
Apache-2.0. See LICENSE.


  

    Changelog

All notable changes to this project will be documented in this file.
The format follows Keep a Changelog
and Aker adheres to Semantic Versioning.
v0.1.0 — 2026-11-06
The first release.
Added
	Aker.InstallKey makes the install key once, in the machine's TPM
chip when it has one (Aker.InstallKey.Tpm) and in a file only the
app's user can read otherwise (Aker.InstallKey.Software).
	Aker.MachineId hashes the host's machine id file.
	Aker.Request builds an activation request signed by the install
key, naming the product and version the app passes, and verifies one.
	Aker.SigningKey reads an Ed25519 private key from a PEM file kept
outside the checkout, and Aker.PublicKeys decodes a list of
Ed25519 public keys.
	Aker.LicenceFile checks a signed licence file against the root
public keys the app passes, in a fixed order with one refusal reason per
check. An empty root key list accepts no licence. A licence may list up
to 32 features beside its seats.
	Aker.Issuer signs a licence from an activation request, and
mix aker.sign runs it from the command line with keys kept
outside the checkout.
	Aker.Gate checks the licence at boot and every hour, holds the lock
state where every reader finds it, renews the licence in its term's last
week, and calls the app back when the install locks or unlocks. A gate
that never ran reads locked.
	Aker.Store is the contract for where an app keeps its licence.
	Aker.Client makes the calls to the licensing server, and
Aker.SignedCall signs them with the install key and checks them on the
server's side.



  

    LICENSE


Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are under common control with that entity. For the purposes of this definition, "control" means (i) the power, direct or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form, including but not limited to compiled object code, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as indicated by a copyright notice that is included in or attached to the work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition, "submitted" means any form of electronic, verbal, or written communication sent to the Licensor or its representatives, including but not limited to communication on electronic mailing lists, source code control systems, and issue tracking systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication that is conspicuously marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section) patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory patent infringement, then any patent licenses granted to You under this License for that Work shall terminate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with or without modifications, and in Source or Object form, provided that You meet the following conditions:

     (a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

     (b) You must cause any modified files to carry prominent notices stating that You changed the files; and

     (c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trademark, and attribution notices from the Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works; and

     (d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that You distribute must include a readable copy of the attribution notices contained within such NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at least one of the following places: within a NOTICE text file distributed as part of the Derivative Works; within the Source form or documentation, if provided along with the Derivative Works; or, within a display generated by the Derivative Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for informational purposes only and do not modify the License. You may add Your own attribution notices within Derivative Works that You distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot be construed as modifying the License.

     You may add Your own copyright statement to Your modifications and may provide additional or different license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or product names of the Licensor, except as required for reasonable and customary use in describing the origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work and assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or consequential damages of any character arising as a result of this License or out of the use or inability to use the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights consistent with this License. However, in accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by brackets "[]" replaced with your own identifying information. (Don't include the brackets!)  The text should be enclosed in the appropriate comment syntax for the file format. We also recommend that a file or class name and description of purpose be included on the same "printed page" as the copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



  

    Getting started

Aker holds no key of its own. Your app passes its product name, its version
and the root public keys it trusts, and decides itself what a lock blocks.
1. Keep the licence somewhere
The gate reads and writes the licence through a module that implements
Aker.Store. A record is any map or struct with :envelope, :licence_id,
:serial, :term_end and :last_seen_at.
defmodule MyApp.LicenceStore do
  @behaviour Aker.Store

  @impl true
  def current(_opts), do: {:ok, MyApp.Repo.one(MyApp.Licence.newest())}

  @impl true
  def store(attrs, actor, _opts) do
    if actor == :system or MyApp.Accounts.admin?(actor),
      do: MyApp.Licence.insert(attrs),
      else: {:error, :forbidden}
  end

  @impl true
  def touch(record, last_seen_at, _opts), do: MyApp.Licence.touch(record, last_seen_at)
end
The gate passes the actor from your call to store/3 untouched, and a
renewal stores as :system. Your store decides who may write.
2. Start the gate
def gate_options do
  {:ok, root_keys} = Aker.PublicKeys.decode(Application.fetch_env!(:my_app, :root_keys))

  [
    name: MyApp.Licence,
    product: "my_app",
    product_version: to_string(Application.spec(:my_app, :vsn)),
    root_keys: root_keys,
    licence_dir: System.get_env("MY_APP_LICENCE_DIR"),
    machine_id_path: System.get_env("MY_APP_MACHINE_ID_PATH"),
    store: {MyApp.LicenceStore, []},
    server: [base_url: "https://licensing.example.com"],
    on_lock: &MyApp.Workers.stop_all/0,
    on_unlock: &MyApp.Workers.start_all/0,
    settings: [licence_dir: "MY_APP_LICENCE_DIR", machine_id_path: "MY_APP_MACHINE_ID_PATH"]
  ]
end

# In your application's children:
{Aker.Gate, MyApp.gate_options()}
The gate checks the licence at boot, then every hour. In the term's last
week each hourly tick asks the server for the next term's licence.
3. Read the lock
Aker.Gate.locked?(MyApp.Licence)
# => true until a licence passes
A gate name no check has run under reads {:locked, :not_checked}, so an app
that never starts the gate runs locked. Read the status on each page or job
that the licence guards.
4. Activate, load and refresh
Aker.Gate.activate(MyApp.gate_options(), "ABCD-EFGH-2345", current_user)
Aker.Gate.load(MyApp.gate_options(), File.read!("licence.json"), current_user)
Aker.Gate.refresh(MyApp.gate_options(), current_user)
These trust your app to have checked who may call them. Check the caller
before you call.


  

    Licence format

Everything here is JSON. Binary values are base64 with padding. Times are
UTC, ISO 8601, to the second.
The activation request
The install sends an object with two fields:
	request: the request JSON bytes;
	signature: the install key's DER ECDSA P-256 SHA-256 signature of them.

The request JSON holds product, product_version, install_public_key
(the 65-byte uncompressed P-256 point), install_key_kind (software or
tpm), machine_id_hash (SHA-256 of the trimmed machine id, lowercase hex),
created_at and nonce (16 random bytes). A reader takes at most 8 KB.
The licence file
An object with four fields:
	licence: the licence JSON bytes;
	signature: the working key's Ed25519 signature of them;
	certificate: the working key's certificate JSON bytes;
	certificate_signature: a root key's Ed25519 signature of the certificate.

The certificate holds purpose (licence-working-key), public_key (the
working key, 32 bytes), key_id, not_before and not_after.
The licence holds licence_id, serial, product, customer_name,
install_public_key, machine_id_hash, term_start, term_end, seats,
moves_per_term, issued_at, working_key_id, and optionally features: up
to 32 names of 1 to 32 bytes of a-z 0-9 _ . -.
A reader takes at most 64 KB, checks each signature over the exact bytes it
received, and reads no field before the signature holds.
A signed call
renew and refresh carry four headers:
	x-licence-install-key: the install public key;
	x-licence-timestamp: Unix seconds;
	x-licence-nonce: 16 random bytes;
	x-licence-signature: the install key's signature of the method, the path,
the timestamp, the nonce and the body's SHA-256 in hex, one per line.

The server refuses a timestamp more than 10 minutes off and a nonce it has
seen. Aker.SignedCall.verify/2 runs these checks.
The server's answers
	200 with {"licence_file": "<the licence file>"};
	any other status with {"error": "<code>"}. The client keeps the code as
text of at most 64 characters.



  

    
Aker 
    



      
Licences for on-premises Elixir apps.
	Aker.InstallKey makes and holds the install key, in a file or
the machine's TPM chip.
	Aker.MachineId hashes the host's machine id.
	Aker.Request builds and verifies the signed activation request.
	Aker.SigningKey and Aker.PublicKeys read the Ed25519
keys that sign and check licences.

The library holds no key of its own: the app passes the root public keys
it trusts.

      




  

    
Aker.Client 
    



      
The app's calls to the licensing server, under /api/v1, JSON both ways.
	activate/3 sends an activation code and this install's activation
request, and gets the first licence back. It is the one call the
install key does not sign: the code is the credential, and the
request inside is signed by the install key.
	renew/3 and refresh/3 carry the licence id and serial, and are
signed by the install key (Aker.SignedCall).

Every call is made once: retries and redirects are off, so a failing
server costs one call per attempt. The answer is read raw and capped at
64 KB as it arrives. A server's answer is {:ok, licence_file_bytes} or
{:error, reason}, where a refusal code the server names is
{:refused, code} with the code kept as text: at most 64 bytes of
A-Z a-z 0-9 _ . : -, else "http_<status>", never turned into an atom.
server options:
	:base_url: the server, https:// only;
	:allow_http: true lets an http:// base URL through, for tests;
	:req_options: merged into each Req call, such as a test plug;
	:setting: the setting name a log line tells the operator to set
when there is no base URL (default "server_url").
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    Functions
  


    
      
        activate(server, code, request_bytes)

      


        Activates with code, sending the activation request's bytes.



    


    
      
        refresh(server, install_key, licence)

      


        Asks for this term's licence with the current seats, signed by install_key.



    


    
      
        renew(server, install_key, licence)

      


        Asks for the next term's licence, signed by install_key.



    





      


      
        Functions


        


  
    
      
    
    
      activate(server, code, request_bytes)



        
          
        

    

  


  

      

          @spec activate(keyword(), String.t(), binary()) :: {:ok, binary()} | {:error, term()}


      


Activates with code, sending the activation request's bytes.

  



  
    
      
    
    
      refresh(server, install_key, licence)



        
          
        

    

  


  

      

          @spec refresh(keyword(), {module(), keyword()}, map()) ::
  {:ok, binary()} | {:error, term()}


      


Asks for this term's licence with the current seats, signed by install_key.

  



  
    
      
    
    
      renew(server, install_key, licence)



        
          
        

    

  


  

      

          @spec renew(keyword(), {module(), keyword()}, map()) ::
  {:ok, binary()} | {:error, term()}


      


Asks for the next term's licence, signed by install_key.
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Whether this install may run. The gate checks the stored licence at boot
and every hour, holds :licensed or {:locked, reason} where every
reader finds it without a call, and renews the licence in its term's
last week.
The host starts one gate in its supervision tree, with the options below,
and decides what a lock blocks: it reads status/1 or locked?/1 on each
page or job, and the gate calls :on_lock and :on_unlock when the
install locks or unlocks. A gate name no check has run under reads
{:locked, :not_checked}, so a host that forgets to start the gate runs
locked, not free.
Every function takes the gate's options, so a host can build them from
runtime config at each call. The process only runs the boot check and the
hourly tick.
load/3, activate/3 and refresh/2 trust the host to have checked who
may call them; the actor passes to the store untouched. renew/1 stores
as :system.
A running install stays licensed through a failure of its own machine (a
store it cannot read, a missing machine id, a slow chip): only the licence
itself locks a running install. A booting install stays locked until the
check passes.

      


      
        Summary


  
    Types
  


    
      
        status()

      


    





  
    Functions
  


    
      
        activate(opts, code, actor)

      


        Activates with code as actor: sends this install's request to the
licensing server and loads the licence that comes back. A code that is
not 1 to 64 base32 or base64url characters makes no call.



    


    
      
        check(opts)

      


        Runs the boot check now and answers the status it holds.



    


    
      
        context(opts)

      


        This install's key and machine id hash, or the reason they are missing.
Makes the install key when there is none.



    


    
      
        current(opts)

      


        The licence in force, or nil when none is stored or the store cannot be read.



    


    
      
        load(opts, bytes, actor)

      


        Checks bytes as this install's licence and stores it as actor. The
install unlocks when it passes, and :on_unlock runs when it was locked.



    


    
      
        locked?(name)

      


        Whether the install is locked.



    


    
      
        options()

      


        The options every function takes



    


    
      
        recheck(opts)

      


        The hourly check: the boot check again, which also moves the latest time
seen. A running install it finds locked by the licence itself calls
:on_lock; a locked install it finds licensed calls :on_unlock.



    


    
      
        refresh(opts, actor)

      


        Asks for this term's licence with the current seats, as actor, and loads it.



    


    
      
        renew(opts)

      


        Asks for the next term's licence and loads it, as :system.



    


    
      
        request(opts)

      


        The activation request to send the licensing server, as the file's bytes.



    


    
      
        reset(name)

      


        Forgets the status under name, which then reads {:locked, :not_checked}.



    


    
      
        start_link(opts)

      


        Starts the gate: the boot check now, then a tick each :check_every.



    


    
      
        status(name)

      


        The install's licence status under name.



    


    
      
        tick(opts)

      


        One tick: renews when the licence's term ends within :renew_within,
whatever the lock state, so a paid renewal unlocks an install whose term
ended, then runs recheck/1. One renewal call per tick, with no retry:
the next tick is the retry.
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      status()



        
          
        

    

  


  

      

          @type status() :: :licensed | {:locked, atom()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      activate(opts, code, actor)



        
          
        

    

  


  

      

          @spec activate(keyword(), String.t(), term()) :: {:ok, map()} | {:error, term()}


      


Activates with code as actor: sends this install's request to the
licensing server and loads the licence that comes back. A code that is
not 1 to 64 base32 or base64url characters makes no call.

  



  
    
      
    
    
      check(opts)



        
          
        

    

  


  

      

          @spec check(keyword()) :: status()


      


Runs the boot check now and answers the status it holds.

  



  
    
      
    
    
      context(opts)



        
          
        

    

  


  

      

          @spec context(keyword()) ::
  {:ok, %{install_key: {module(), keyword()}, machine_id_hash: String.t()}}
  | {:error, atom()}


      


This install's key and machine id hash, or the reason they are missing.
Makes the install key when there is none.

  



  
    
      
    
    
      current(opts)



        
          
        

    

  


  

      

          @spec current(keyword()) :: map() | nil


      


The licence in force, or nil when none is stored or the store cannot be read.

  



  
    
      
    
    
      load(opts, bytes, actor)



        
          
        

    

  


  

      

          @spec load(keyword(), binary(), term()) :: {:ok, map()} | {:error, term()}


      


Checks bytes as this install's licence and stores it as actor. The
install unlocks when it passes, and :on_unlock runs when it was locked.

  



  
    
      
    
    
      locked?(name)



        
          
        

    

  


  

      

          @spec locked?(atom()) :: boolean()


      


Whether the install is locked.

  



  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @spec options() :: NimbleOptions.t()


      


The options every function takes:
	:name (atom/0) - Required. The gate's name; its status is kept under it.

	:product (String.t/0) - Required. The product this app is.

	:product_version (String.t/0) - Required. The app's version.

	:root_keys (list of String.t/0) - Required. The trusted Ed25519 root public keys, raw (Aker.PublicKeys.decode/1).

	:licence_dir - The folder that holds the install key.

	:machine_id_path - The host's machine id file (default /etc/machine-id).

	:require_mount (boolean/0) - Refuse with :machine_id_not_mounted unless :machine_id_path is given, for a container whose own /etc/machine-id every copy shares. The default value is false.

	:store (tuple of atom/0, keyword/0 values) - Required. {module, opts} of an Aker.Store.

	:server (keyword/0) - Aker.Client's server options. The default value is [].

	:on_lock (function of arity 0) - Called when a running install locks.

	:on_unlock (function of arity 0) - Called when a locked install unlocks.

	:check_every (pos_integer/0) - Milliseconds between ticks. The default value is 3600000.

	:renew_within (pos_integer/0) - Seconds before the term ends when each tick renews. The default value is 604800.

	:tpm_device (String.t/0) - The TPM chip's device. The default value is "/dev/tpmrm0".

	:tpm_options (keyword/0) - Aker.InstallKey.Tpm options. The default value is [].

	:settings (keyword/0) - The setting names a log line tells the operator to set, for :licence_dir, :machine_id_path and :server_url (default each option's own name). The default value is [].

	:now (struct of type DateTime) - The time to check against, for tests only: a host that sets it freezes the gate's clock.



  



  
    
      
    
    
      recheck(opts)



        
          
        

    

  


  

      

          @spec recheck(keyword()) :: status()


      


The hourly check: the boot check again, which also moves the latest time
seen. A running install it finds locked by the licence itself calls
:on_lock; a locked install it finds licensed calls :on_unlock.

  



  
    
      
    
    
      refresh(opts, actor)



        
          
        

    

  


  

      

          @spec refresh(keyword(), term()) :: {:ok, map()} | {:error, term()}


      


Asks for this term's licence with the current seats, as actor, and loads it.

  



  
    
      
    
    
      renew(opts)



        
          
        

    

  


  

      

          @spec renew(keyword()) :: {:ok, map()} | {:error, term()}


      


Asks for the next term's licence and loads it, as :system.

  



  
    
      
    
    
      request(opts)



        
          
        

    

  


  

      

          @spec request(keyword()) :: {:ok, binary()} | {:error, atom()}


      


The activation request to send the licensing server, as the file's bytes.

  



  
    
      
    
    
      reset(name)



        
          
        

    

  


  

      

          @spec reset(atom()) :: :ok


      


Forgets the status under name, which then reads {:locked, :not_checked}.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the gate: the boot check now, then a tick each :check_every.

  



  
    
      
    
    
      status(name)



        
          
        

    

  


  

      

          @spec status(atom()) :: status()


      


The install's licence status under name.

  



  
    
      
    
    
      tick(opts)



        
          
        

    

  


  

      

          @spec tick(keyword()) :: status()


      


One tick: renews when the licence's term ends within :renew_within,
whatever the lock state, so a paid renewal unlocks an install whose term
ended, then runs recheck/1. One renewal call per tick, with no retry:
the next tick is the retry.

  


        

      


  

    
Aker.InstallKey behaviour
    



      
The keypair that ties a licence to one install. The licensing server
stores its public half and names it in the signed licence; the app proves
it holds the private half by signing a fresh random value.
The key is ECDSA on NIST P-256, because TPM 2.0 chips sign on that curve
and few sign Ed25519. A public key travels as the 65-byte uncompressed
point, base64; a signature as DER, the form OpenSSL and the TPM tools
write.
Aker.InstallKey.Software keeps the private key in a file;
Aker.InstallKey.Tpm keeps it in the chip.

      


      
        Summary


  
    Types
  


    
      
        opts()

      


        Where the implementation keeps its key, such as dir:.



    


    
      
        public_key()

      


        The uncompressed P-256 point: 0x04, then X and Y.



    





  
    Callbacks
  


    
      
        ensure(opts)

      


        Makes the key when there is none, and answers its public half.



    


    
      
        kind()

      


        Which kind of key this is, as an activation request names it.



    


    
      
        public_key(opts)

      


        The public half of the key that exists, without making one.



    


    
      
        sign(message, opts)

      


        The DER ECDSA SHA-256 signature of message.



    





  
    Functions
  


    
      
        for_dir(dir, opts \\ [])

      


        The install key for the licence folder dir, as {module, opts}.



    


    
      
        point?(arg1)

      


        Whether public_key is an uncompressed point on P-256.



    


    
      
        proves?(arg, public_key)

      


        Signs a fresh 32-byte random value with the key {module, opts} names
and checks the signature against public_key. True only when the key
in hand is the one public_key describes.



    


    
      
        verify(public_key, message, signature)

      


        Whether signature is public_key's DER signature of message.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: keyword()


      


Where the implementation keeps its key, such as dir:.

  



  
    
      
    
    
      public_key()



        
          
        

    

  


  

      

          @type public_key() :: <<_::520>>


      


The uncompressed P-256 point: 0x04, then X and Y.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      ensure(opts)



        
          
        

    

  


  

      

          @callback ensure(opts()) :: {:ok, public_key()} | {:error, atom()}


      


Makes the key when there is none, and answers its public half.

  



  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @callback kind() :: :software | :tpm


      


Which kind of key this is, as an activation request names it.

  



  
    
      
    
    
      public_key(opts)



        
          
        

    

  


  

      

          @callback public_key(opts()) :: {:ok, public_key()} | {:error, atom()}


      


The public half of the key that exists, without making one.

  



  
    
      
    
    
      sign(message, opts)



        
          
        

    

  


  

      

          @callback sign(message :: binary(), opts()) :: {:ok, binary()} | {:error, atom()}


      


The DER ECDSA SHA-256 signature of message.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      for_dir(dir, opts \\ [])



        
          
        

    

  


  

      

          @spec for_dir(Path.t(), keyword()) :: {module(), opts()}


      


The install key for the licence folder dir, as {module, opts}.
The key stays the kind that made it, since the licence names that key:
a key made in the chip stays the chip's, so a machine whose chip is gone
refuses rather than making a new key, and a key made in a file is never
moved into a chip that appears later. A new install uses the chip when
the machine has one, and a file otherwise.
Options:
	:tpm_device - the chip's device (default /dev/tpmrm0);
	:tpm_options - options passed to Aker.InstallKey.Tpm.


  



  
    
      
    
    
      point?(arg1)



        
          
        

    

  


  

      

          @spec point?(binary()) :: boolean()


      


Whether public_key is an uncompressed point on P-256.

  



  
    
      
    
    
      proves?(arg, public_key)



        
          
        

    

  


  

      

          @spec proves?({module(), opts()}, binary()) :: boolean()


      


Signs a fresh 32-byte random value with the key {module, opts} names
and checks the signature against public_key. True only when the key
in hand is the one public_key describes.

  



  
    
      
    
    
      verify(public_key, message, signature)



        
          
        

    

  


  

      

          @spec verify(binary(), binary(), binary()) :: boolean()


      


Whether signature is public_key's DER signature of message.

  


        

      


  

    
Aker.InstallKey.Software 
    



      
The install key as a PEM file, install_key.pem, in the licence folder,
for a machine with no TPM chip.
The file is made once, mode 0600 before any key byte is written, under a
temporary name, synced to disk, and only then linked into place, so a
crash mid-write never leaves a half key there. A copied disk carries
this file, so on such a
machine the host's machine id is what binds the licence.
The private key is read for each signature and never kept in a process,
and no error carries the file's contents.
The file is staged in a fresh folder that is closed to other users
before the file exists. Erlang cannot set the umask, so the folder is
open for the moment between its creation and its chmod; a local user who
enters it then could open the file in its own moment before its chmod.
Both moments must line up, and a licence folder closed to other users
(the library makes it 0700) leaves no such moment.

      


      
        Summary


  
    Functions
  


    
      
        path(opts)

      


        The key file's path for opts.



    





      


      
        Functions


        


  
    
      
    
    
      path(opts)



        
          
        

    

  


  

      

          @spec path(keyword()) :: Path.t()


      


The key file's path for opts.

  


        

      


  

    
Aker.InstallKey.Tpm 
    



      
The install key inside the machine's TPM 2.0 chip. The chip
makes the P-256 keypair and never lets the private half out, so a copied
disk cannot prove it is the licensed machine.
The library drives the chip through tpm2-tools, each call under timeout, so
a chip that hangs costs a refusal, not a stuck boot. The licence folder
keeps key.pub and key.priv, the key as the chip exported it:
the private part is sealed by the chip's own storage key, so it is useless
on any other chip. They sit in the folder tpm_key, which appears whole
by one rename after both are synced to disk. Each call recreates the chip's primary key, which the
chip derives from its own seed and so is the same every time, loads the
key under it, does its work in a fresh temporary folder, and flushes
what it loaded.
opts:
	:dir: the licence folder (required);
	:tcti: how to reach the chip (default device:/dev/tpmrm0; the
tests pass swtpm:port=<n>);
	:tools: the folder holding the tpm2_* programs (default: the
PATH);
	:timeout_s: the limit on each call, 1 to 60 seconds (default 10).

Every failure answers an atom and logs the tool's output; no output ever
holds key material, since the chip never releases it.

      


      
        Summary


  
    Functions
  


    
      
        made_here?(dir)

      


        Whether the licence folder dir holds a key the chip made.



    





      


      
        Functions


        


  
    
      
    
    
      made_here?(dir)



        
          
        

    

  


  

      

          @spec made_here?(Path.t()) :: boolean()


      


Whether the licence folder dir holds a key the chip made.

  


        

      


  

    
Aker.Issuer 
    



      
Signs a licence file from an activation request. A licensing server
calls it, and mix aker.sign calls it on a developer's machine.
It signs only with the keys its caller hands it, held as
Aker.SigningKey. A host may ship it in every release, which is
safe: a host trusts only the root public keys it passes, so nobody
without a trusted root's private key makes a licence the host accepts.

      


      
        Summary


  
    Functions
  


    
      
        certificate(root_key, working_key, opts)

      


        The working key's certificate, signed by the root key: its public key,
:key_id, :not_before and :not_after.



    


    
      
        issue(request_bytes, opts)

      


        The licence file for request_bytes, a request for opts[:product].



    


    
      
        sign(fields, working_key, certificate)

      


        The licence file for fields, signed by working_key, carrying certificate.



    


    
      
        uuid()

      


        A random UUID, version 4 (RFC 9562), as lowercase text.



    





      


      
        Functions


        


  
    
      
    
    
      certificate(root_key, working_key, opts)



        
          
        

    

  


  

      

          @spec certificate(Aker.SigningKey.t(), Aker.SigningKey.t(), keyword()) :: %{
  certificate: binary(),
  certificate_signature: binary()
}


      


The working key's certificate, signed by the root key: its public key,
:key_id, :not_before and :not_after.

  



  
    
      
    
    
      issue(request_bytes, opts)



        
          
        

    

  


  

      

          @spec issue(binary(), keyword()) ::
  {:ok, binary()} | {:error, :bad_request | {:invalid, atom()}}


      


The licence file for request_bytes, a request for opts[:product].
Options: :product, :root_key and :working_key
(Aker.SigningKey), :customer, :seats, :term_days, and
optionally :features ([]), :serial (1), :moves_per_term (20),
:key_id ("dev") and :now.
It signs only a licence Aker.LicenceFile.verify/2 reads back, and
answers {:error, {:invalid, option}} for the first option outside the
reader's bounds, or {:error, {:invalid, :size}} when the licence would
be over the reader's 4 KB.

  



  
    
      
    
    
      sign(fields, working_key, certificate)



        
          
        

    

  


  

      

          @spec sign(map(), Aker.SigningKey.t(), map()) :: binary()


      


The licence file for fields, signed by working_key, carrying certificate.

  



  
    
      
    
    
      uuid()



        
          
        

    

  


  

      

          @spec uuid() :: String.t()


      


A random UUID, version 4 (RFC 9562), as lowercase text.

  


        

      


  

    
Aker.LicenceFile 
    



      
Reads a signed licence file and checks every signature and field in it.
The file is one JSON object with four base64 fields:
	licence: the licence JSON bytes, signed by the issuer's working key;
	signature: that signature, 64 bytes of Ed25519;
	certificate: the working key's certificate JSON bytes;
	certificate_signature: the root key's signature of the certificate.

verify/2 checks the signature over the exact bytes it received before
it parses them, and never re-encodes the JSON. Each refusal is its own
atom and its own log line.
The checks run in this order, and the first failure answers:
	:bad_envelope: the file is over 64 KB, is not the four-field
object, or a field has the wrong length or is not base64. Sizes are
checked before anything is decoded.
	:unknown_root: no root key in :root_keys signed the
certificate. An empty list refuses every file here.
	:bad_certificate: the certificate's fields are malformed, or it
is not for a licence working key.
	:bad_signature: the certificate's key did not sign the licence.
	:bad_licence: the licence's fields are malformed.
	:wrong_working_key: the licence names another working key id.
	:certificate_out_of_date: the certificate was not in date when
the licence was issued, or is not now.
	:wrong_product: the licence is for another product. One root key
can sign for several products, so this check keeps one product's
licence off another.
	:wrong_machine: the licence names another machine id.
	:wrong_install_key: the licence names another install key, or
the install key's own error (:install_key_missing,
:install_key_unreadable, :install_key_timeout) when this install
has none to compare.
	:install_key_proof_failed: this install's key did not sign a
fresh random value that verifies against the licence's key.
	:clock_behind: the clock reads more than a day before the latest
time the app has seen, so setting it back cannot extend a term.
	:term_not_started or :term_ended.
	:older_serial: the licence is older than the one already stored.


      


      
        Summary


  
    Types
  


    
      
        refusal()

      


    





  
    Functions
  


    
      
        certificate_purpose()

      


        What a working key's certificate says it is for. A root key's signature
on any other JSON never passes as a certificate.



    


    
      
        encode(map)

      


        The four parts as the file's bytes. Aker.Issuer writes a
licence through this, so the issuer and the reader share one shape.



    


    
      
        features?(features)

      


        Whether features is a list a licence may carry: at most 32 names, each
1 to 32 bytes of a-z, 0-9, _, . and -.



    


    
      
        licence_fits?(bytes)

      


        Whether licence JSON bytes fit the size this module reads.



    


    
      
        max_bytes()

      


        The largest licence file verify/2 reads, in bytes.



    


    
      
        verify(bytes, opts)

      


        The licence in bytes as Aker.Terms, when every check
passes for this install.



    





      


      
        Types


        


  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  :bad_envelope
  | :unknown_root
  | :bad_certificate
  | :bad_signature
  | :bad_licence
  | :wrong_working_key
  | :certificate_out_of_date
  | :wrong_product
  | :wrong_machine
  | :wrong_install_key
  | :install_key_missing
  | :install_key_unreadable
  | :install_key_timeout
  | :install_key_proof_failed
  | :clock_behind
  | :term_not_started
  | :term_ended
  | :older_serial


      



  


        

      

      
        Functions


        


  
    
      
    
    
      certificate_purpose()



        
          
        

    

  


  

      

          @spec certificate_purpose() :: String.t()


      


What a working key's certificate says it is for. A root key's signature
on any other JSON never passes as a certificate.

  



  
    
      
    
    
      encode(map)



        
          
        

    

  


  

      

          @spec encode(%{
  licence: binary(),
  signature: binary(),
  certificate: binary(),
  certificate_signature: binary()
}) :: binary()


      


The four parts as the file's bytes. Aker.Issuer writes a
licence through this, so the issuer and the reader share one shape.

  



  
    
      
    
    
      features?(features)



        
          
        

    

  


  

      

          @spec features?(term()) :: boolean()


      


Whether features is a list a licence may carry: at most 32 names, each
1 to 32 bytes of a-z, 0-9, _, . and -.

  



  
    
      
    
    
      licence_fits?(bytes)



        
          
        

    

  


  

      

          @spec licence_fits?(binary()) :: boolean()


      


Whether licence JSON bytes fit the size this module reads.

  



  
    
      
    
    
      max_bytes()



        
          
        

    

  


  

      

          @spec max_bytes() :: pos_integer()


      


The largest licence file verify/2 reads, in bytes.

  



  
    
      
    
    
      verify(bytes, opts)



        
          
        

    

  


  

      

          @spec verify(binary(), keyword()) :: {:ok, Aker.Terms.t()} | {:error, refusal()}


      


The licence in bytes as Aker.Terms, when every check
passes for this install.
Options:
	:product: the product this app is (required);
	:root_keys: the trusted Ed25519 root public keys, raw 32-byte
binaries (required; see Aker.PublicKeys.decode/1);
	:machine_id_hash: this host's machine id hash (required);
	:install_key: {module, opts} of this install's key (required);
	:now: the time to check against (default now);
	:last_seen: the latest time the app has seen, or nil;
	:stored_serial: the serial of the licence already stored, or nil.


  


        

      


  

    
Aker.MachineId 
    



      
The host's identity a licence names: the SHA-256 of its machine id file,
lowercase hex.
On Linux that file is /etc/machine-id. Inside a container that path
holds the image's id, which every container of the image shares, so an
on-prem install bind-mounts the host's file into the container read-only
and passes its path here. The hostname changes on every recreate, and
/sys/class/dmi/id/product_uuid is readable by root alone, so neither
serves.

      


      
        Summary


  
    Functions
  


    
      
        hash(path)

      


        The hash of the machine id in the file at path.



    





      


      
        Functions


        


  
    
      
    
    
      hash(path)



        
          
        

    

  


  

      

          @spec hash(Path.t()) :: {:ok, String.t()} | {:error, :machine_id_missing}


      


The hash of the machine id in the file at path.

  


        

      


  

    
Aker.PublicKeys 
    



      
Ed25519 public keys as a host's config lists them: raw 32-byte keys,
base64. A host decodes its root key list through decode/1 at boot and
stops on an error, which names the entry's place in the list and never
its value.

      


      
        Summary


  
    Functions
  


    
      
        decode(entries)

      


        entries as raw keys, or {:error, place} with the 1-based place of
the first entry that is not a base64 32-byte key.



    





      


      
        Functions


        


  
    
      
    
    
      decode(entries)



        
          
        

    

  


  

      

          @spec decode(term()) :: {:ok, [<<_::256>>]} | {:error, pos_integer()}


      


entries as raw keys, or {:error, place} with the 1-based place of
the first entry that is not a base64 32-byte key.

  


        

      


  

    
Aker.Request 
    



      
The activation request an install sends the licensing server to get its
licence.
One JSON object with two base64 fields: request, the request JSON
bytes, and signature, the install key's DER signature of them. The
signature proves the sender holds the private half of the key it names.
The request names the product and its version, the install public key
and its kind (software or TPM), the machine id hash, the time and a
16-byte random nonce.

      


      
        Summary


  
    Functions
  


    
      
        build(opts)

      


        A new request for this install, as the file's bytes.



    


    
      
        max_bytes()

      


        The largest request verify/2 reads, in bytes.



    


    
      
        product?(name)

      


        Whether name is a product name: 1 to 64 characters of a-z, 0-9,
_ and -.



    


    
      
        verify(bytes, opts)

      


        The request's fields, when bytes is a request for the product
opts[:product] signed by the key it names. The sign task reads a
request through this.



    





      


      
        Functions


        


  
    
      
    
    
      build(opts)



        
          
        

    

  


  

      

          @spec build(keyword()) :: {:ok, binary()} | {:error, atom()}


      


A new request for this install, as the file's bytes.
Options:
	:product - the product's name (required, see product?/1);
	:product_version - the app's version, 1 to 64 characters of
0-9 A-Z a-z . + - (required);
	:install_key - {module, opts} (required);
	:machine_id_hash - from Aker.MachineId.hash/1, 64 hex
characters (required);
	:now - the time the request names (default now).


  



  
    
      
    
    
      max_bytes()



        
          
        

    

  


  

      

          @spec max_bytes() :: pos_integer()


      


The largest request verify/2 reads, in bytes.

  



  
    
      
    
    
      product?(name)



        
          
        

    

  


  

      

          @spec product?(term()) :: boolean()


      


Whether name is a product name: 1 to 64 characters of a-z, 0-9,
_ and -.

  



  
    
      
    
    
      verify(bytes, opts)



        
          
        

    

  


  

      

          @spec verify(binary(), keyword()) ::
  {:ok, %{install_public_key: binary(), machine_id_hash: String.t()}}
  | {:error, :bad_request}


      


The request's fields, when bytes is a request for the product
opts[:product] signed by the key it names. The sign task reads a
request through this.

  


        

      


  

    
Aker.SignedCall 
    



      
A call to the licensing server signed by the install key, and the check a
server runs on one.
A signed call carries four headers:
	x-licence-install-key: the install public key, base64;
	x-licence-timestamp: Unix seconds;
	x-licence-nonce: 16 random bytes, base64;
	x-licence-signature: the install key's DER signature, base64, of
signed_string/5.

verify/2 answers the install public key only when the signature holds.
The server then looks that key up itself: a valid signature proves the
caller holds the key, not that the server knows it.

      


      
        Summary


  
    Functions
  


    
      
        headers(arg, method, path, body, opts \\ [])

      


        The four headers for a call of method to path with body, signed by
install_key ({module, opts}). :now (Unix seconds) sets the
timestamp, for tests.



    


    
      
        signed_string(method, path, timestamp, nonce, body)

      


        The text the install key signs for one call: the method, the path, the
timestamp, the nonce and the body's SHA-256 in hex, one per line.



    


    
      
        verify(arg1, opts)

      


        Checks a signed call as a server receives it: %{method:, path:, headers:, body:}, where headers is a list of {name, value} with
lowercase names, as Plug gives them.



    





      


      
        Functions


        


    

  
    
      
    
    
      headers(arg, method, path, body, opts \\ [])



        
          
        

    

  


  

      

          @spec headers({module(), keyword()}, String.t(), String.t(), binary(), keyword()) ::
  {:ok, [{String.t(), String.t()}]} | {:error, atom()}


      


The four headers for a call of method to path with body, signed by
install_key ({module, opts}). :now (Unix seconds) sets the
timestamp, for tests.

  



  
    
      
    
    
      signed_string(method, path, timestamp, nonce, body)



        
          
        

    

  


  

      

          @spec signed_string(String.t(), String.t(), String.t(), String.t(), binary()) ::
  binary()


      


The text the install key signs for one call: the method, the path, the
timestamp, the nonce and the body's SHA-256 in hex, one per line.

  



  
    
      
    
    
      verify(arg1, opts)



        
          
        

    

  


  

      

          @spec verify(map(), keyword()) :: {:ok, binary()} | {:error, atom()}


      


Checks a signed call as a server receives it: %{method:, path:, headers:, body:}, where headers is a list of {name, value} with
lowercase names, as Plug gives them.
Options:
	:nonce_fresh? (required): a 1-arity function over the nonce's text
that answers true the first time it sees a nonce and false after, kept
over the server's own nonce table. It runs only once every other check
has passed, so a forged call records no nonce. A timestamp may sit up to
:window_s ahead of now, so keep each nonce for twice :window_s.
	:now: Unix seconds (default now);
	:window_s: how far the timestamp may sit from now (default 600).

Answers {:ok, install_public_key}, or {:error, reason} with reason
:unsigned, :bad_key, :bad_nonce, :stale, :bad_signature or
:replayed.

  


        

      


  

    
Aker.SigningKey 
    



      
A private Ed25519 key: a licence issuer's root key, or a working key
the root key certifies. Only a signing task reads one, from a file kept off the
repository and off every server. inspect/1 shows no key bytes, so a
crash or a log line that holds the key prints none.
from_pem/1 takes what openssl genpkey -algorithm ed25519 writes: one
unencrypted PKCS #8 block. It matches the block's fixed bytes instead of
calling a decoder, so a file that is not such a key gets one fixed error
and no exception that could print the file.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_pem(text)

      


        The key in a PEM file's text, or :error when the text is not one.



    


    
      
        load(path, repo)

      


        The key in the file at path, refused when the file sits inside repo,
the checkout a signing task runs in, so a key cannot be committed by
accident. Each failure is one fixed message that prints nothing of the
file.



    


    
      
        public_key(signing_key)

      


        The raw 32-byte public key, base64, as a host's root key list holds it.



    


    
      
        real_path(path)

      


        path absolute, with every symlink along it followed, as far as the
links resolve. A part that does not exist is kept as written. Each ..
applies after the link before it is followed, as the system applies it.
More than 40 links answers {:error, :too_many_links}.



    


    
      
        sign(signing_key, message)

      


        The 64-byte Ed25519 signature of message.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_pem(text)



        
          
        

    

  


  

      

          @spec from_pem(binary()) :: {:ok, t()} | :error


      


The key in a PEM file's text, or :error when the text is not one.

  



  
    
      
    
    
      load(path, repo)



        
          
        

    

  


  

      

          @spec load(Path.t(), Path.t()) :: {:ok, t()} | {:error, String.t()}


      


The key in the file at path, refused when the file sits inside repo,
the checkout a signing task runs in, so a key cannot be committed by
accident. Each failure is one fixed message that prints nothing of the
file.

  



  
    
      
    
    
      public_key(signing_key)



        
          
        

    

  


  

      

          @spec public_key(t()) :: String.t()


      


The raw 32-byte public key, base64, as a host's root key list holds it.

  



  
    
      
    
    
      real_path(path)



        
          
        

    

  


  

      

          @spec real_path(Path.t()) :: {:ok, Path.t()} | {:error, :too_many_links}


      


path absolute, with every symlink along it followed, as far as the
links resolve. A part that does not exist is kept as written. Each ..
applies after the link before it is followed, as the system applies it.
More than 40 links answers {:error, :too_many_links}.

  



  
    
      
    
    
      sign(signing_key, message)



        
          
        

    

  


  

      

          @spec sign(t(), binary()) :: binary()


      


The 64-byte Ed25519 signature of message.

  


        

      


  

    
Aker.Store behaviour
    



      
Where a host keeps its licence. The gate reads and writes it only through
this behaviour, so the library takes no database dependency.
A record is any map or struct with :envelope (the licence file's
bytes), :licence_id, :serial, :term_end and :last_seen_at.
store/3's attributes add :customer_name, :seats, :features and
:term_start.
The actor passes from the host's call to store/3 untouched; the gate
never reads it. A renewal stores as :system. The store decides who may
write, and answers {:error, :forbidden} to anyone else.
Each callback gets the opts of the gate's store: {module, opts}.

      


      
        Summary


  
    Types
  


    
      
        record()

      


    





  
    Callbacks
  


    
      
        current(opts)

      


        The newest licence by serial, nil when none is stored.



    


    
      
        store(attrs, actor, opts)

      


        Stores a licence that passed every check.



    


    
      
        touch(record, last_seen_at, opts)

      


        Moves the latest time seen on record.



    





      


      
        Types


        


  
    
      
    
    
      record()



        
          
        

    

  


  

      

          @type record() :: map()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      current(opts)



        
          
        

    

  


  

      

          @callback current(opts :: keyword()) :: {:ok, record() | nil} | {:error, term()}


      


The newest licence by serial, nil when none is stored.

  



  
    
      
    
    
      store(attrs, actor, opts)



        
          
        

    

  


  

      

          @callback store(attrs :: map(), actor :: term(), opts :: keyword()) ::
  {:ok, record()} | {:error, :forbidden} | {:error, :not_stored}


      


Stores a licence that passed every check.

  



  
    
      
    
    
      touch(record, last_seen_at, opts)



        
          
        

    

  


  

      

          @callback touch(record(), last_seen_at :: DateTime.t(), opts :: keyword()) ::
  {:ok, record()} | {:error, term()}


      


Moves the latest time seen on record.

  


        

      


  

    
Aker.Terms 
    



      
What a verified licence says. Only Aker.LicenceFile builds one,
after every signature and field passed, so holding one means a trusted
root key's working key issued it for this install.
features lists the features the licence sells beside its seats; a
licence without the field reads as [].

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Aker.Terms{
  customer_name: String.t(),
  features: [String.t()],
  install_public_key: binary(),
  issued_at: DateTime.t(),
  licence_id: String.t(),
  machine_id_hash: String.t(),
  moves_per_term: non_neg_integer(),
  seats: non_neg_integer(),
  serial: pos_integer(),
  term_end: DateTime.t(),
  term_start: DateTime.t(),
  working_key_id: String.t()
}


      



  


        

      


  

    
mix aker.sign 
    



      
Sign a licence from an install's activation request, standing in for the
licensing server on your own machine.
mix aker.sign request.json --product my_app \
  --root-key ../keys/root.pem --customer "Acme Logistics" \
  --seats 10 --term monthly
Options:
	--product (required): the product the request and licence name.
	--root-key (required): the root key's PEM, which signs the working
key's certificate. Keep it outside the checkout: the task refuses a
key inside the folder it runs in.
	--working-key: the working key's PEM, which signs the licence
(default: the root key).
	--customer, --seats (required).
	--term (required): monthly (30 days), yearly (365 days) or a
number of days.
	--features: the features the licence sells, comma-separated, such
as --features reports,export.
	--serial (default 1): raise it for each licence after the first,
since an app refuses a licence older than the one it holds.
	--key-id (default dev), --moves (default 20).
	--out (default licence.json beside the request).

The keys are PEM files openssl genpkey -algorithm ed25519 writes, held
as Aker.SigningKey, so nothing prints key material. The last line
prints the root key's public half: the app accepts the licence only when
its root key list holds that value.
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